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ANALYTIC TOOLS HELP MILITARY 
AND INTEL USERS HARVEST THE RICH 

CROP OF DATA AVAILABLE THROUGH 
SOCIAL MEDIA.

BY KAREN E. THUERMER

GIF CORRESPONDENT

Ever since the 2010 earthquake in 
Haiti, social media has been regarded as 

offering real value not only to humani-
tarian efforts, but also to the military 
and intelligence communities. 

“It began to get powerful when 
used in areas where the humanitar-
ian, military and intel communities 
have no resources on the ground,” 

observed A.J. Clark, president of 
Thermopylae Science and Technology. 

Today’s social media, with its massive, 
worldwide participation, offers an unmatched source of 

information, most of it voluntarily placed in the public domain, 
about everything from personal pizza preferences to transformative 
social and political movements. The trick is to find the technology, 
including location-based geospatial analysis, that can help make sense of 
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all that data, and do so at the dizzying pace that character-
izes digital interaction.

“The general public has now become aware of the 
power of social media, and they are now using it purpose-
fully to disseminate information, especially when other 
options are not available to them,” reported Anthony 
Stefanidis, a professor with the Department of Geography 
and Geoinformation Science at George Mason University, 
and director of the Center for Geospatial Intelligence. 

Last year, Stefanidis noted, Twitter users posted 400 
million tweets daily, doubling the rate of 2011. 

“These tweets come from an estimated 200 mil-
lion active users, which is equivalent to the population of 
Brazil—the fifth most populous nation in the world,” he 
said. “Facebook is estimated to count approximately 1.1 bil-
lion users, and is on track to overtake China and India and 
become the world’s most populous community.”

At the same time, millions of images are uploaded daily 
in Flickr and Instagram, and over 70 hours of video are 
uploaded in YouTube every minute.   

Social media has undoubtedly changed the world, and 
its impact has also made it a powerful media for intelli-
gence work. 

While people generally consider the Arab Spring 
events of 2011 as the watershed moment for social media, 
its impact was actually being felt much earlier. Twitter, 
Facebook and YouTube were used extensively in June 2009 
to provide real-time accounts of the situation in the streets 
of Tehran during Iran’s Green Revolution. 

“That use of social media in Iran in 2009 was not 
planned, but rather something that just happened sponta-
neously, a revolution going viral,” Stefanidis commented. 
“That unrest eventually fizzled out, but it served notice to 
the Arab world, making them fully aware of the power of 
social media to bypass state-controlled news channels in 
order to bring their message to the attention of the rest of 
their countrymen, and to engage the world community.”

A short 20 months after Tehran, social media was used 
in a concerted and organized manner in the Arab Spring. 

MOBILE REVOLUTION

The rise of social media is distinct from, but closely 
related to, the booming popularity of mobile technology. 
The number of people with mobile devices is now out-
stripping those with desktops, noted Sean Gorman, chief 
strategist at the Esri research and development center in 
Arlington, Va.

“That’s happening even at a great rate outside of the developed 
world,” Gorman said. “What we’re seeing now is a whole bunch of peo-
ple around the globe on mobile devices that are enabled with GPS to 
track what they are seeing and experiencing in real time.” 

The switch to mobile devices equipped with GPS is especially sig-
nificant because it adds location information, which enables visualiza-
tion and prediction of the spread of social movements, for example. 

As a result, in recent years, social media has become the center 
of the Internet. For those in the military and intel community, these 
are interesting times indeed. “This is one of the most exciting forms of 
human geography we have seen in quite a while,” exclaimed Gorman. 

“Social media can help us understand political 
instability around different events, changes in gov-
ernment, or disasters and crises. This gives us the 
ability to tap into the pulse and see how they are 
reacting and experiencing.”

No longer is analytics relegated to the periph-
ery. “This social discourse is massive, and analytic 
technology must be applied to glean actionable 
intel from this very public conversation,” reported 
Jeremy Balian, director, social intelligence solutions 
for Topsy Labs.  For example, he explained, the Arab 
Spring and other internationally significant social 
tipping points can be detected earlier by analyzing 
social media in real time. 

“This early warning capability ultimately helps 
to best prepare and respond to rapidly changing 
world events,” he said.

Locked away in the big data of social media are 
little nuggets of information relevant to particular 
missions and activities that intel people are moni-
toring, noted George Demmy, chief technology offi-
cer of TerraGo Technologies. “An individual’s ability 
to realistically glean the relevant information and 
put it into some kind of context without the tools 
and supporting infrastructure is doubtful to say the 
least,” he said. 

HUMAN LANDSCAPE

The proliferation of social media is leading to 
the emergence of a new type of geospatial infor-
mation. “We are no longer observing the terrain 
and its variations, but are focusing now on the 
human landscape,” observed Stefanidis. “We can 
now observe groups of people, how they are formed, 
when they are formed, how they interact and how 
they respond to events around them. The infor-
mation we collect is no longer just geospatial, but 
rather it is geosocial, and this requires the develop-
ment of new solutions to make best use of it.”

As a result, a number of firms are developing 
analytical software that provides the military and 
intelligence communities a suite of technologies for 
discovering a cornucopia of content in social media 
and documents, including traditional geospatial 
information as well. The business is highly compet-
itive, with a number of companies coming out with 
similar products that address different angles.

“Behind that, they integrate the relevant information into intelli-
gence products that automate the forging stage and give the analyst 
a leg up on the sense making—or, once the sense making has been 
done, deliver intelligence products and applications to decision makers 
and warfighters down range,” reported Demmy.

TerraGo offers a core set of technologies that include its GeoXray 
family of technologies. TerraGo Chief Executive Officer Rick Cobb 
described GeoXray as allowing users to discover “needles in the hay-
stack” by first analyzing what content belongs to a specific place, and 
then going into what content belongs to a specific topic. “This then 
allows people to do temporal analysis,” he said.
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Essentially, GeoXray addresses the challenge of information over-
load by streamlining the process of discovering, monitoring and ana-
lyzing an overwhelming amount of big data from a wide variety of 
sources, including news feeds, blog posts, social media, maps and 
imagery, and more. It allows analysts to quickly filter results by place, 
time and topic to provide enhanced situational awareness, support bet-
ter decision making, capitalize on opportunities and anticipate and 
avoid threats. 

“GeoXray allows users to define very specifically what a place or 
area of interest means to them,” Cobb said. GeoXray also allows peo-
ple to connect to any source of information—including open source, 
social media, Facebook and Twitter, as well as internal sources. 

“GeoXray allows people to connect to any of these social media 
sites as well as internal sites of unstructured data and start to describe 
various topics in which they are interested,” Cobb said. “It’s not just 
keyword search. We combine groups of keywords to develop themes. 
We filter through that content that has, by the way, already been fil-
tered by place.”

The last thing is to filter by time. “When you get the combination 
of place, topic and time, and you are allowed to describe your location 
very discreetly and pick your sources, the amount of relevant data you 
end up with is extremely high. What we have done is create a sophis-
ticated analytical approach based on open source intelligence, then 
pushed it out to the edge user to strengthen the analytical material 
available to an organization by magnitudes,” he said.

“We see the industry moving from human geography as a static 
phenomena that we study through surveys and random sampling 
techniques, to one where we take our methodology and update it and 
evolve it with real-time data feeds that are coming with locations and 
unstructured date,” said Gorman. 

Esri then puts data in a format and runs an analysis across it so 
that it can be digested, thus enabling analysts to understand what is 
occurring in the data and what biases there might be. “We put error 
bounds around that in the decision-making tool and distract the sig-
nal from the noise,” he continued. 

REAL-TIME DATA

Esri products include Geoevents Server, which  lets users inte-
grate and exploit real-time data streams with the ArcGIS system, and 
Geoportal Server, a free, open source product that enables discovery 
and use of geospatial resources including datasets, rasters and Web 
services. “We are also working on adding methodology for social data,” 
Gorman added.

What makes Esri’s products different from those offered by other 
companies, he suggested, is the fact that Esri takes a geographic per-
spective of social media. “We are also looking at other aspects of the 
data like network components or unstructured data. We are focused 
on helping people deal with and interconnect the geographic aspects 
of social media.”

Thermopylae Science and Technology offers iSpatial, which the 
company describes as a powerful software framework that enables 
visualization of limitless information, intelligence fusion, and opera-
tions management in a geospatially aware environment. 

The iSpatial framework leverages and is closely coupled with 
Google’s Earth Enterprise product as a visualization platform. ISpatial 
can be integrated with virtually any existing data source and serves as 
an enterprise visualization service to expose an organization’s data in a 
geotemporal user defined environment.

“It was designed to bring in mapping elements and mapping tools,” 
Clark said. “Because it is web based, it can be shared.”

Topsy executives maintain their company offers the largest social 
media search and analytics engine available today. “Just like Google 
for documents on the Internet, Topsy offers the largest search engine 
for social media on the web,” said Balian. “Our fast-indexing and live-
ranking technologies process massive amounts of authored content 
from the world’s largest social networks in real time, keeping every-
thing forever.”

The products Topsy offers to government organizations are Topsy 
Pro Analytics Public Sector, Topsy API Services, and Topsy Data 
Services.

Topsy Pro Analytics Public Sector empowers government 
agencies to understand and identify key social signals critical 
to their mission. “Users can identify real-time emerging trends, 
events, indicators and warnings,” Balian said. “The product fea-
tures a web dashboard that allows real-time and historical analy-
sis of the entire Twitter firehose and provides a full array of social 
metrics that include sentiment, geography, influence and more.” 
Topsy API Services enables agencies looking for specific social data 
to acquire it via an application programming interface. This data 
includes proprietary Topsy social metrics such as relevance and 
influence. Versions of this API focus on news, search and trending. 
Topsy Data Services allows agencies to perform their own analysis by 
pulling large amounts of raw social data from Topsy. This data includes 
all publicly available Tweet content over multiple years, along with pro-
prietary measurements that quantify the volume and characteristics of 
communication for any keyword, term or domain of interest.

Another company that is active in this area is Lockheed Martin, 
which offers LM Wisdom, a predicative analytics and big data tech-
nology tool that monitors and analyzes rapidly changing open source 
intelligence data, including newspaper feeds and social media content. 

PROMISE OR PANACEA

The advantage to open source data is its size and scope. “We are 
able to get information in real time from huge numbers of partici-
pants across the globe in a way we were never able to reach by classi-
fied means,” remarked Gorman. 

Another obvious advantage is the tremendous opportunity it pro-
vides to expand data collection capabilities. 

“We can now collect data from the ground, even from denied 
areas,” said Stefanidis. “We can have this information available instan-
taneously as well. Suddenly we are presented with a hybrid massive 
sensor network that we can tap into, complementing our authorita-
tive data sources.”

Social media offers many promises, but is not a panacea. That 
truth was exemplified by the Tsarnaev brothers, who allegedly devised 
and carried out the recent Boston Marathon bombings but apparently 
left no evidence on the Internet about their intentions.

“People expect social media to be some kind of magic bullet—that 
all things can be discovered by analysis of social media,” commented 
Cobb.  “Frankly, that is not true. There is almost an equal amount of 
misinformation through social media as usable information.”

Cobb pointed out how in Boston, the Tsarnaev brothers were highly 
discreet and clandestine. “There was not a community discussion that 
there was going to be this atrocity,” he said. “But, on the other hand, 
there were a lot of home-generated pictures and video surveillance—
not exactly social media—that helped to catch [Dzhokhar Tsarnaev].”
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“Noise” also presents issues. “There’s a real challenge around 
understanding veracity,” remarked Gorman. “There are many ways 
to interject false information to mislead an analysis.” 

Consequently, it’s critical to understand the bias in social media 
and the demographics through which the information is streaming. 
A variety of approaches make it possible to do this. One is a sample 
theory.

“Instead of focusing on individual messages, focus on trends 
across a very large scope of information that is self-verifying,” 
Gorman suggested. “It is one thing to have one person saying there 
has been, say, an attack on a particular location. But if hundreds of 
people are simultaneously saying the same thing, and they are doing 
it spontaneously without having contact with each other previously, 
then we can feel confident that the event is true.”

Mathematical techniques can also be used for finding false 
streams versus actual occurring information. “The trick is not to 
get focused on reading specific messages and looking at microscopic 
trends,” Gorman said. 

Stefanidis acknowledged that the signal-to-noise ratio character-
istics of social media generally do not meet the standards the intel 
community has been used to. “Valuable information is often hidden 
under massive amounts of trivial content,” he said. 

During Hurricane Sandy, for example, people provided on-the-
spot reports about flooding in New Jersey through Twitter and Flickr. 
But some of those reports also contained the fortunately incorrect 
information that sharks were swimming in the streets. 

“We need to be cognizant of these particularities when processing 
social media content. Luckily, the massive public participation across 
multiple platforms supports the development of effective validation 
solutions,” Stefanidis said.

Repressive governments also have tried to fight social media 
through technology, for example by practically unplugging the 
Internet in their countries. “The Syrian government tried that in 
November 2012, and again in May 2013,” Stefanidis pointed out. 
“These efforts were proven futile, because technology allows the 
locals to still access the Internet through other means, such as 
dial-up.”

But Stefanidis said he is more concerned by the reported efforts 
of Chinese officials to affect social media content through the use of 
paid commentators who try to dilute discussions critical of the gov-
ernment. “This may become a new type of government-sponsored 
cyberwarfare, where the objective is not the denial of service, which 
the objective of hackers today, but rather the denial of message,” he 
warned. 

PARADIGM SHIFT

Looking ahead, Gorman forecasts that mobile devices will con-
tinue to proliferate, with more social services built on top of these plat-
forms, especially since there is greater incentive to include locations 
in addition to metadata. “We will see increasing value and reliance in 
open source information coming off of these devices,” he said. “We are 
in a paradigm shift.” 

Social media analytics tools entering the market today are primar-
ily designed for a variety of end-user types, from the intelligence ana-
lyst to on-the-ground personnel, Balian noted. “These tools currently 
take a one-size-fits-all approach and do not yet allow the sort of cus-
tomization required to effectively support mission needs.”

But Balian sees users increasingly demanding tailored solutions, 
including social media analytics capabilities within their current tools. 
“Systems integrators will need to build focused applications for specific 
mission needs,” he said. “There will only be a few social media analytic 
providers delivering not just data feeds, but the core index, platform 
and measurements necessary for effective applications.”

The strength of the underlying social media analytics foundation 
must be its awareness of the entire social dialogue, he added. “This 
complete picture of what folks are saying is a core requirement. Having 
or not having the combined real-time and historical perspective of the 
social conversation will ultimately determine the success or failure in 
applying these solutions to the community’s mission priorities.” 2
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