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About Us

- Platform Engineers within Esri
Professional Services (Redlands)

- Specialize in:

- ArcGIS Enterprise Deployments

- Configuration

- Security

- Best Practices

- Web GIS
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The Importance of Planning

- What makes a good plan

- Architecture diagram
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AcCcess

- Internal versus External

- Considerations:

Sensitivity of the data
Need for public sharing
Mobile usage

Security
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Security

- Built-in logins
- Included with Portal
- User managed
- Good for getting started

Sign in

Sign in to Welcome to the UC
2019!

Username

Password

Keep me signed in

SIGN IN

Forgot password?




Security

- SAML based Enterprise Logins (Security Assertion Markup Language)
- Requires integration with an IdP, for example ADFS
- IT Managed
- Good for supporting a combination of internal and external logins
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Security

- Web Tier
- IWA, LDAP, PKI
- IT Managed

- Good for internal only
deployments

- DEMO
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SSL/TLS

- What is it?
- SSL (Secure Socket Layer): encryption security for the web, websites using HTTPS
- TLS (Transport Layer Security): an updated, more secure, version of SSL

- Why is it important?
- Safeguards sensitive data
- A system requirement in Portal for ArcGIS



SSL/TLS

You Intranet Internet

Domalin-signed

Bad Better Best
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SSL/TLS

- Tip #1: Purchase a CA-signed certificate from a trusted Authority

@ Secure https://www.esri.com/en-us/home

Connection is secure

Your information (for example, passwords or credit
card numbers) is private when it is sent to this site.

Learn more

B Certificate (Valid)

@ Cookies (72 in use)

L Site settings

X

P8 Certificate X
General Details Certification Path
Certification path
‘Zi DigiCert/l|
=rGeoTrust RSA CA 2018
S www.esri.com

View Certificate

Certificate status:

This certificate is OK.




SSL/TLS

- Tip #2: make it a multiple domain certificate, i.e. SAN

M Certificate

: ﬁ Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer
# Praves your identity to a remote computer

* 2,16.340.1.114412.1.1
J140.1.2.2

* Refer to the certification authority's statement for details.

Issued to:  www.esri.com
Issued by: GeoTrust RSA CA 2018

Valid from &/4/2015 to 5/4/2019

X

Ml Cerificate X
General Details  Certification Path
Show: | <all=

Field Value

[=|Public key RSA (2048 Bits)

|:|F'ubli|: key parameters 0500

.E;T__Lﬁ.utl'u:rity v Identifier KeyID=90 53 ff b0 9c 75 a3 5...
.E Subject Key Identifier fdc3 3 Zaad if 1a35fe ...
57 Subject Alternative Name  DNS Name=ww.sri.com, DN... |
.E;TJEnharu:ed Key Usage server Authentication {1.3.6....
.E;TJCF‘.L Distribution Points [1]CRL Distribution Point: Distr. ..

sl rertifirate Prliriss N

DMS Mame=www.esri.com

DMS Mame
DMS Mame=w

Edit Properties... Copy to File. ..




Putting it all
together




Scenario 1

- Organization: Mom & Pop GIS Inc

- Requirements:
- Secure logins for 50 internal staff members Enterprise connected to existing LDAP store
- Sensitive data that can not be shared publicly
- No mobile workflows



Scenario 1

SSL/TLS Security Access

CA-signed Cert | Web Tier SAML Built-in Internal External




Scenario 2

- Organization: City of San Diego
- Requirements
- Secure logins for 3,000 government employees + 500 non-government contract workers

- Publicly shared web applications
- Field crews that need connected mobile access



SSL/TLS Security Access

CA-signed Cert | Web Tier SAML Built-in Internal External

Scenario 1

Scenario 2




Questions?

Find us at the “Guiding Your
Geospatial Journey” island
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Please Share Your Feedback in the App

Download the Esri

Select the session

Events app and find
your event

All Events

Esri User
Conference

Esri Petroleum GIS
Conference

May 15-16,2019
Houston, Texas

Esri Southeast User
Conference

you attended

Schedule Q

ArcGIS API for JavaScript: An
Introduction

ArcGIS Apps for the Field: An Introduction

ArcGIS Data Reviewer: An Introduction

ArcGIS Enterprise: Creating Sites
and Pages

ArcGIS Enterprise: The Road Ahead

ArcGIS Excalibur: Experience the Value
and Power of Imagery through the Web...

Scroll down to
“Survey”

< 0

ArcGIS Data Reviewer: An Introduction

SDCC - Room 30 E

Add Reminder

Jul 10, 8:30 AM - 9:30 AM

July 09, 08:30 AM - 09:30 AM

Log in to access the
survey

Share your thou

r fe m|

Complete the survey
and select “Submit”

Title and Deseription Consistent with Content

Poor Excellent

Well Organized/Clear Presentation

Poor Excellent

Public Speaking Skills

Poor Excellent

The content of the workshop was relevant to




