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Why Upgrade?

• New features, functionality, apps and products

• Take advantage of performance enhancements

• Stay within the supported product lifecycle

• Security updates and bug fixes

NEW



Why Upgrade?

Product lifecycle

• ArcGIS Enterprise product lifecycle
- https://support.esri.com/en/other-resources/product-life-cycle

- STS releases (short-term support release)
- 3 years of support (1.5 years of patches)

- 10.8, 10.9

- LTS releases (long-term support release)
- 6 years of support (4 years of patches)

- 10.8.1, 10.9.1



Supported Versions



Planning Your Upgrade

https://doc.arcgis.com/en/

• App compatibility with ArcGIS Enterprise
- Some applications release on different cycles (e.g. ArcGIS Insights)
- Check Esri documentation for app compatibility

- https://doc.arcgis.com/en

https://doc.arcgis.com/en


Planning Your Upgrade

• DO NOT UNFEDERATE



Planning Your Upgrade

• DO NOT UNFEDERATE

• Portal license
- Starting at 10.7, license is a .JSON file

• Hosting server
- Starting at 10.6.1, ArcGIS Datastore is only supported as the 

managed database for your hosting server

• User types
- Review the member roles, user types available at the version to 

which you are upgrading



Planning Your Upgrade

• Take snapshots of machines
- Verify all volumes are included in the snapshots

• BACK UP Environment
- WebGISDR
- ArcGIS Datastore (Relational, TileCache & Spatiotemporal)

- Use the ‘backupdatastore’ utility
- ArcGIS Server

- Use the 'Backup' utility
- Take backups of the content stores

- Folders:  arcgisportal , arcgisserver,  arcgisdatastore

• Verify backups
- In a test environment, test your backup and restore process



Planning Your Upgrade

• Automated Upgrades

CloudFormation Templates

ArcGIS Enterprise Cloud 
Builder for Amazon Web 

Services

ArcGIS Enterprise Cloud 
Builder for Microsoft Azure

ArcGIS Enterprise Builder Advanced Automation

Upgrades Supported
At 10.6

ArcGIS Enterprise on 
Kubernetes

NEW



Recommended Upgrade Order

1. Portal for ArcGIS
2. ArcGIS Web Adaptor (portal)

3. Web Styles
4. ArcGIS Server
5. ArcGIS Web Adaptor (server)

6. ArcGIS Data Store (primary first, then stand-by)

7. All other Server Roles
GeoEvent, GeoAnalytics, Image, etc.



Upgrading
Portal for ArcGIS



Portal | Licensing

• You will need the portal .JSON license file before you can upgrade





• Starting at 10.7
- No need to manually Reindex if content is on a file system

• Upgrading to a version not 10.7 or Higher
- Manually run a full Reindex

- Ensures all New and Existing content is searchable
- Ensures Portal knows where to find content

Portal | Indexer



Portal | Indexer



Portal | Living Atlas Content

• Starting at 10.7
- Content is upgraded during a post-upgrade operation

• Upgrading to a version not 10.7 or Higher
- Manually run the Living Atlas Upgrade



Data Store | Managed Database

• Starting at 10.6.1
- ArcGIS Datastore only supported as the Managed Database
- Enterprise Geodatabases no longer supported as the Managed 

Database



Portal | Licensing

10.2 – 10.4.1

Members

10.5 – 10.6.1

Level-1 & Level-2

10.7 - …

User Types



Portal | Licensing

10.2 – 10.4.1

Members

10.5 – 10.6.1

Level-1 & Level-2

10.7 - …

User Types



Portal | Licensing

10.2 – 10.4.1

Members

10.5 – 10.6.1

Level-1 & Level-2

10.7 - …

User Types

Creator | Standard (Temp)

Viewer | Lite (Temp)



Portal | Licensing



Portal | Highly-Available Upgrades

• Had to Unregister standby
• No validation if it was done

Pre 10.6.1

• No need to Unregister 
standby

• Had to Continue Upgrade 
primary

10.6.1

• Continue Upgrade either 
machine

10.7



Portal | Upgrades

Portal for ArcGIS 10.9 Installer Information

Portal for ArcGIS 10.9 cannot be upgraded from the
Version installed.  Please review the product upgrade
Documentation for more information.



Upgrading
ArcGIS Web Adaptor



• Take note of the existing Web Adaptor Name
- You will use the same name when configuring

ArcGIS Web Adaptor | Upgrades



• Take note of the existing Web Adaptor Name
- You will use the same name when configuring

ArcGIS Web Adaptor | Upgrades



• Take note of the existing Web Adaptor Name
- You will use the same name when configuring

ArcGIS Web Adaptor | Upgrades



• Uninstall Previous Version

• Install the Upgraded Version
- Use the same Web Adaptor Name

• Configure new Web Adaptor

ArcGIS Web Adaptor | Upgrades

• Introduced at 10.8
- IIS requirement for ‘WebSocket Protocol’



Upgrading
ArcGIS Server



• ArcGIS Server 10.5 and beyond
- Continue Server Upgrade…

• Hosting Server must be at the same version as Portal for ArcGIS

• Other federated ArcGIS Server roles that are at a minimum of 10.5 can be 
upgraded at a later time, unless promoted in Portal for a specific purpose.

- i.e. GeoAnalytics, Raster Analytics, etc.

ArcGIS Server | Upgrades



• ArcGIS Server 10.7 and beyond

- Multiple Server clusters within ArcGIS Server Site are no longer supported

• During an upgrade, if you have multiple server clusters:
- ‘Default’ cluster will be created (if not already created) 

- The following will be moved to the ‘Default’ cluster
- All ArcGIS Servers
- All Services (includes System & Utility Services)
- All Services will be in a ‘STOPPED’ state

- Services will need to be manually started

ArcGIS Server | Multi-Cluster Sites



ArcGIS Server | Upgrades



Upgrading
ArcGIS Data Store



• Review the latest documentation
- https://enterprise.arcgis.com/en/portal/latest/administer/windows/upgrade-data-store.htm

ArcGIS Data Store | References

Note: 10.9 Documentation 
available at the time of release.

https://enterprise.arcgis.com/en/portal/latest/administer/windows/upgrade-data-store.htm


• Review the latest documentation
- https://enterprise.arcgis.com/en/portal/latest/administer/windows/upgrade-data-store.htm

ArcGIS Data Store | References

Note: 10.9 Documentation 
available at the time of release.

https://enterprise.arcgis.com/en/portal/latest/administer/windows/upgrade-data-store.htm


• Starting at 10.6
- No longer perform an uninstall/install upgrade of ArcGIS Datastore

- In-place upgrades only supported

• Prior to 10.7
- HA configurations required to upgrade Primary before upgrade Standby data store

• 10.7 and up
- Upgrade from either the Primary or Standby data store

- Upgrading multi-machine data stores
- Install ArcGIS Data Store on all data store machines

- Do NOT uninstall ArcGIS Data Store before installing new version

- Only on one of the Data Store machines, execute the configuration command

ArcGIS Data Store | Upgrades



Install New Version

ArcGIS Data Store | Upgrades

Relational

Tile Cache

Spatiotemporal

Primary Secondary

• Starting at 10.7

Install New Version Configure Data Store
Choose One Machine

Install New Version
Primary Secondary

Install New Version

Install New Version
Machine 1 Machine 2

Install New Version
Machine 3…
Install New Version

Configure Data Store
Choose One Machine

Configure Data Store
Choose One Machine



ArcGIS Data Store | Tile Cache

Tile Cache

• After upgrade to 10.8

Primary Secondary



ArcGIS Data Store | Tile Cache

Tile Cache

• Beginning with ArcGIS Data Store 10.8

Machine 1 Machine 2 Machine 3…



• Starting at 10.8
- Support gMSA’s

- The ArcGIS Enterprise Builder does not yet support gMSAs
- Previously configured gMSA as run-as account will be maintained
- You cannot change to a gMSA during an upgrade

ArcGIS Data Store | Group Managed Service Accounts



• Create Backups Prior to upgrading !!

• Verify information is not being written to the data store during upgrade
- Verify Hosted layers are not writing to the data store
- Stop the ArcGIS GeoEvent Server service
- Stop the ArcGIS GeoAnalytics Server
- Stop the ArcGIS Mission Server
- Verify Notebooks are not running or scheduled to run
- Pause location tracking

ArcGIS Data Store | Upgrades



Upgrading
Validation After Upgrade



Validate Upgrade

• Login to Portal for ArcGIS
- Confirm all Federated Servers Validate
- Check the Portal index status in the Portal admin directory
- Check the TLS settings (may need to be updated)

• Publish Items
- Publish to Portal for ArcGIS and to ArcGIS Server
- Common Workflows:

- From Portal ‘my content’ – add from my computer
- Server Manager
- Publish items from ArcGIS Pro and/or ArcMap

• If upgraded to 10.7 or higher
- You may need to reassign members of the portal to a valid user type

- In some cases, users may be assigned ‘Standard (Temporary)’ or ‘Lite (Temporary)’



Demo

Upgrade
ArcGIS Enterprise
10.8.1 to 10.9



• Windows Server

Portal 
for ArcGIS

Hosting 
Server

ArcGIS 
Web Adaptor

ArcGIS 
Web Adaptor

IIS

ArcGIS Enterprise | Upgrade

ArcGIS 
Data Store





• Windows Server

Portal 
for ArcGIS

Hosting 
Server

ArcGIS 
Data Store

ArcGIS 
Web Adaptor

ArcGIS 
Web Adaptor

IIS

ArcGIS Enterprise | Upgrade

Upgrade Steps

1. Portal for ArcGIS
2. ArcGIS Web Adaptor (portal)

3. Web Styles
4. ArcGIS Server
5. ArcGIS Web Adaptor (server)

6. ArcGIS Data Store
(Relational / Tile Cache)



Upgrade Considerations

• Automated Upgrades

ArcGIS Enterprise Builder

Upgrades Supported
At 10.6



Upgrade Considerations

• Automated Upgrades ArcGIS Enterprise Cloud 
Builder for Amazon Web 

Services



Upgrade Considerations

• https://arcgisstore1081.s3.amazonaws.com/14362/docs/index.html CloudFormation Templates



Upgrade Considerations

CloudFormation Templates



Upgrade Considerations

• Automated Upgrades ArcGIS Enterprise Cloud 
Builder for Microsoft Azure



• New Features, Functionality, Apps & Products

• Take advantage of Performance Enhancements

• Stay within the supported product lifecycle

• Security updates & bug fixes

Summary | Benefits of Upgrading



• Take snapshots of machines
- Verify all volumes are included in the snapshots

• BACK UP Environment
- WebGISDR
- ArcGIS Datastore (Relational, TileCache & Spatiotemporal)

- Use the ‘backupdatastore’ utility
- ArcGIS Server

- Use the 'Backup' utility
- Take backups of the content stores

- Folders:  arcgisportal , arcgisserver,  arcgisdatastore

• Verify backups
- In a test environment, test your backup and restore process

Summary | Upgrade Considerations



CloudFormation Templates

ArcGIS Enterprise Cloud 
Builder for Amazon Web 

Services

ArcGIS Enterprise Cloud 
Builder for Microsoft Azure

ArcGIS Enterprise Builder Advanced Automation

Upgrades Supported
At 10.6

Summary | Automated Upgrades

ArcGIS Enterprise on 
Kubernetes

NEW



Summary | Resources

• Upgrading ArcGIS Enterprise Documentation

ArcGIS Enterprise
- https://enterprise.arcgis.com/en/get-started/latest/windows/upgrade-arcgis-enterprise.htm

ArcGIS Enterprise on Microsoft Azure
- https://enterprise.arcgis.com/en/server/latest/cloud/azure/overview-arcgis-server-on-

microsoft-azure.htm

ArcGIS Enteprise on Amazon Web Services
- https://enterprise.arcgis.com/en/server/latest/cloud/amazon/what-is-arcgis-server-on-

aws.htm

https://enterprise.arcgis.com/en/get-started/latest/windows/upgrade-arcgis-enterprise.htm
https://enterprise.arcgis.com/en/server/latest/cloud/azure/overview-arcgis-server-on-microsoft-azure.htm
https://enterprise.arcgis.com/en/server/latest/cloud/amazon/what-is-arcgis-server-on-aws.htm


We want your feedback
Click on the Session Survey link 
below this video window
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