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Introduction - Assumptions

• Familiarity with the ArcGIS Enterprise 
base deployment

• Base deployment is installed and 
configured

Portal 
for ArcGIS

Hosting server
ArcGIS 

Web Adaptor

ArcGIS 
Web Adaptor

ArcGIS 
Data Store



• Administrative Endpoints
• Securing Your Deployment
• Managing Services
• Managing Users
• Monitoring your Deployment
• Summary

Agenda



Administrative Endpoints



Administrative Endpoints Overview

• Portal Home Page: https://host.domain.com/portal/home
• Portal Admin: https://host.domain.com/portal/portaladmin
• ArcGIS Portal Directory: https://host.domain.com/portal/sharing/rest

• Server Manager: https://host.domain.com/server/manager
• Server Admin: https://host.domain.com/server/admin
• Services URL: https://host.domain.com/server/rest

Portal 
for ArcGIS

ArcGIS 
Server

https://host.domain.com/portal/home
https://host.domain.com/portal/portaladmin
https://host.domain.com/portal/sharing/rest
https://host.domain.com/server/manager
https://host.domain.com/server/admin
https://host.domain.com/server/rest


ArcGIS Enterprise Portal Home Page
• Content, User, and License Management
• Workflows include:

- Assigning roles to users
- Assigning licenses to users
- Configuring groups
- Configuring site layout
- Configuration of Utility Services
- Configuring security and email settings



Portal Administrator Directory

• Advanced Administrative Tsks
• Workflows include:

- Configuring WebContextURL
- Configuring SSL certificates
- Configuring portal’s identity store
- Configuring Log level
- Configuring Read Only mode



ArcGIS Portal Directory

• API used to access and manage:
• Users
• Groups
• Content
• Sharing

• Most workflows can be accessed via user 
interface of the Enterprise portal website

• Ultimately what the ArcGIS Python for API 
references when running administrative 
tasks



ArcGIS Server Manager

• Manage Services
• Workflows include:

- Tuning and configuring services
- Registering data stores
- Changing server directories
- Reviewing logs



ArcGIS Server Administrator Directory

• Advanced Administrative 
tasks

• Workflows include:
- Configuring WebContextURL
- Configuring SSL certificates
- Configuring log settings
- Configuring usage reports



Securing Your Deployment



• Configure HTTPS only
• Disable anonymous access
• Configure CA-signed server certificates
• Disable the ArcGIS Portal Directory
• Configure a password policy
• Restrict the portal’s proxy capability
• Use a group Managed Service Account
• Specify token expiration time
• Restrict file permissions

• Visit the ArcGIS Enterprise web help and https://trust.arcgis.com for the latest security 
announcements and documentation regarding best practices

Policies and Best Practices



• Identity stores
- Built-in

- Multifactor authentication (New at 10.9)
- Organization-Specific

- IWA or LDAP
- SAML
- OpenID Connect (New at 10.9)

Portal Authentication Options



• Access Notice
- Notice of terms before gaining access to the 
home page

• Information banner
- Upcoming maintenance
- Classified information alerts
- Read only mode alerts

• Email settings
- Now configurable in the ArcGIS Enterprise portal 
home page

- Reset passwords
- Disable multifactor authentication
- Disk space notifications
- Comments on items

Communicating Changes to the Enterprise portal



- serverScan.py
- portalScan.py

- Scan for common 
security issues and 
provide detailed 
reports

Security Scan Tools



Security Scan tools

• Server scan
• C:\Program Files\ArcGIS\Server\tools\admin

• Portal scan
• C:\Program Files\ArcGIS\Portal\tools\security



Managing Services



• Depends on the service
• Turn on/off Map, Query, 

Data, etc.

Capabilities



Shared instances Dedicated instances

• Conserves computer memory by using a shared 
pool of ArcSOC.exe processes for multiple 
services

• Low-traffic services

• All services using shared instance pool have same 
configuration.

• Qualified service types:
Map services published from ArcGIS Pro. 
Certain capabilities of map service supported:
feature access, WFS, WMS, and KML

• Each instance for each service has its own 
ArcSOC.exe process

• High-traffic services 

• Tuning and configuring for each services without 
affecting other services’ pools.

• All service types

Dedicated vs. Shared Instances



Introducing Shared Instances

• Blog link
https://www.esri.com/arcgis-blog/products/arcgis-enterprise/administration/shared-
instances-arcgis-server-107/

https://www.esri.com/arcgis-blog/products/arcgis-enterprise/administration/shared-instances-arcgis-server-107/


• Pooling Settings
- Dedicated
- Shared

• Number of Instances
- Min/Max
- Based on demand
- Monitoring

• Service Timeouts

Tuning and Configuring Instances



• ArcGIS Server web services only
- Not applicable to hosted services

• ArcGIS Enterprise 10.9.x is the last 
release cycle to support ArcMap 
service runtime

• Transition publishers to ArcGIS Pro
• Migrate existing services that are 

supported

Migrating To the ArcGIS Pro Service Runtime



Migrating services to the ArcGIS Pro-based runtime

• Blog link
• https://www.esri.com/arcgis-blog/products/arcgis-enterprise/administration/migrating-
services-to-the-arcgis-pro-based-runtime-in-arcgis-enterprise-10-9/

https://www.esri.com/arcgis-blog/products/arcgis-enterprise/administration/migrating-services-to-the-arcgis-pro-based-runtime-in-arcgis-enterprise-10-9/


Managing Members



Managing Members
Users are managed and authenticated through 

Portal for ArcGIS

Portal 
for ArcGIS

Hosting 
Server

ArcGIS 
Data Store
(relational + tile cache)

ArcGIS 
Web Adaptor

ArcGIS 
Web Adaptor

Assumptions:

• Some existing members already 
added.

• ArcGIS Server is federated with Portal 
for ArcGIS.

A



Managing Members

Member List page, Under the Organization tab
in Portal for ArcGIS



Managing Members

Managing Members 
Means Managing:

- User Types
- User Roles
- Account Settings
- Member Content
- Password Resets
- Disabling 

Accounts
- Deleting Accounts
- Monitoring Activity

A



Privileges

https://enterprise.arcgis.com/en/portal/latest/administer/windows/roles.htm

• General Privileges:
- Members
- Groups
- Content
- Sharing
- Content and Analysis
- Features
- Version Management

• Administrative Privileges:
- Members
- Groups
- Content
- Portal Settings

Managing Members

A

https://enterprise.arcgis.com/en/portal/latest/administer/windows/roles.htm


Managing Members
Principle of Least Privilege

• The principle of least privilege is a concept in computer security that limits users' access 
rights to only what are strictly required to do their jobs.

• Larry needs a very specific and limited set of keys to do his job. You do not need to 
give him the full ring of office keys.

• Non-Software Example: You hire Larry to clean your office kitchen.

A



https://enterprise.arcgis.com/en/portal/latest/administer/windows/roles.htm

• General Privileges:
- Members
- Groups
- Content
- Sharing
- Content and Analysis
- Features
- Version Management

• Administrative Privileges:
- Members
- Groups
- Content
- Portal Settings

• Privileges are dictated by User Types and User Roles

Managing Members

A

https://enterprise.arcgis.com/en/portal/latest/administer/windows/roles.htm


Managing Members
User Types

• Viewer
• Editor
• Field Worker
• Insights Analyst
• Storyteller
• Creator
• GIS Professional Basic
• GIS Professional Standard
• GIS Professional Advanced

A



Managing Members
User Roles

• User Types:
- Dictate a subset of 
possible privileges

• User Roles:
- Refine the scope of 
privileges further



Managing Members
User Roles



Managing Members
Profile and Account Settings

• Privileges required: Administrative privileges > Members > View All + Update

A



Managing Members
Profile and Account Settings

• Privileges required: Administrative privileges > Members > View All + Update

Member Profile page in Portal for ArcGIS A



Managing Members
Reset Passwords

• Privileges required: Administrative privileges > Members > View All + Update

Member List page, Under the Organization tab
in Portal for ArcGIS

A



Managing Members
Profile and Account Settings - Limit

Member Settings page, 
in Portal for ArcGIS



Managing Members
Reset Passwords

• Privileges required: Administrative privileges > Members > View All + Update

Password Reset Dialogue, Under the Organization tab
in Portal for ArcGIS

A



Managing Members
Disabling Accounts

• Privileges required: Administrative privileges > Members > Disable

Member List page, Under the Organization tab
in Portal for ArcGIS



Managing Members
Disabling Accounts

• Privileges required: Administrative privileges > Members > Disable

Member List page, Under the Organization tab
in Portal for ArcGIS

A



Managing Members
Deleting Members

• Privileges required: Administrative privileges > Members > Delete

Member List page, Under the Organization tab
in Portal for ArcGIS

Deleting a Member 
is Not Reversable*

* Unless you 
restore a backup!

A



Managing Members
Handling Content before Deleting Members

• Privileges required: Administrative privileges > Content > View All, Delete OR Reassign 
Ownership

Member Profile page in Portal for ArcGIS A



Managing Members
Handling Content before Deleting Members

Member List page, Under the Organization tab
in Portal for ArcGIS

• Privileges required: Administrative privileges > Content > View All, Delete OR Reassign 
Ownership

A



Managing Members
Handling Content before Deleting Members

Member Content page, Under the Content tab
in Portal for ArcGIS

• Privileges required: Administrative privileges > Content > View All, Update, Delete,  
Reassign Ownership



Managing Members
Transferring Content before Deleting Members

Member List page, Under the Organization tab
in Portal for ArcGIS

• Privileges required: Administrative privileges > Content > View All & Reassign Ownership

A



Managing Members
Transferring Content before Deleting Members

Member List page, Under the Organization tab
in Portal for ArcGIS

• Privileges required: Administrative privileges > Content > View All & Reassign Ownership

Important note:
Changing the owner of 
an item does not change 
the location on disk or ID 
of the item

A



Managing Members
Managing Members 
Means Managing:

- User Types
- User Roles
- Account Settings
- Member Content
- Password Resets
- Disabling 

Accounts
- Deleting Accounts



Managing Members
Managing Members 
Requires Privileges:

- User Types
- User Roles
- Account Settings
- Member Content
- Password Resets
- Disabling 

Accounts
- Deleting Accounts



Managing Members
Recovering when no Administrator accounts are available

https://enterprise.arcgis.com/en/portal/latest/administer/windows/recovering-the-portal-when-no-administrator-
accounts-are-available.htm A

https://enterprise.arcgis.com/en/portal/latest/administer/windows/recovering-the-portal-when-no-administrator-accounts-are-available.htm


Monitoring Your Deployment



Monitoring your Deployment

• Portal
- Usage Reports/Status

- Activity Dashboard
- Exportable Reports (New at 10.9)

- Logs

• Server
- Usage Statistics
- Job ID tracking

• ArcGIS Monitor



Monitoring your Deployment
Usage Reports

Activity Dashboard, Under the Organization > Status tab
in Portal for ArcGIS

Statistics, Under the Logs tab
in Server Manager

Monitor Portal items, members and groups Monitor web service requests



Monitoring your Deployment
Usage Reports in Portal for ArcGIS

Activity Dashboard, Under the Organization > Status tab
in Portal for ArcGIS

A



Monitoring your Deployment
Usage Reports in Portal for ArcGIS

• Member-based synopsis of:
- Content created
- Groups in
- Groups owned
- Content shared
- Location and extents of GIS content

• Group-based synopsis of:
- Number of Groups
- Owners of Groups
- How Groups are Shared

A



Monitoring your Deployment
Usage Reports in Portal for ArcGIS

• Interactive Filtering By
Clicking On:

- Charts
- Tables
- Maps

• Both the Content and
Member tabs are 
interactive.



Monitoring your Deployment
Usage Reports in Portal for ArcGIS

• New at 10.9!
• Exportable Administrative 
Reports

• Requires the default 
administrator role

A



Monitoring your Deployment
Usage Reports in Portal for ArcGIS

• New at 10.9!
• Exportable Administrative 
Reports

• Requires the default 
administrator role

A



Monitoring your Deployment
Usage Reports

Activity Dashboard, Under the Organization > Status tab
in Portal for ArcGIS

Statistics, Under the Logs tab
in Server Manager

Monitor Portal items, members and groups Monitor web service requests



Monitoring your Deployment
Usage Reports – Server Statistics

Visualize service statistics:
• For any service
• Over custom time ranges
• Using 5 Metrics in Server Manager:

- Total number of requests
- Average request response times
- Maximum request response times
- Count of request timeouts
- Count of running ArcSOC instances

Statistics, Under the Logs tab
in Server Manager

Monitor web service requests



Monitoring your Deployment
Usage Reports
What’s the difference between service statistics in ArcGIS Server and item statistics in Portal 
for ArcGIS?

Portal is recording item views, ArcGIS Server is recording the service requests. A



Monitoring your Deployment
Logging

ArcGIS Enterprise 
portal ArcGIS Server ArcGIS Data Store



Monitoring your Deployment
Logging
5 Log Levels:
• Severe
• Warning (Default)
• Info
• Fine
• Verbose
• Debug*

*Debug logs A LOT of messages. Do not leave your system at this level for an extended 
period of time if you wish to conserve disk space.

Log setting dialogue in Server Manager 
under the Logs tab > Setting button

A



Monitoring your Deployment

Activity Dashboard
in Portal for ArcGIS

Statistics
in Server Manager

Logging
in Server Manager 

and
Portal Sharing API 

A



Monitoring your Deployment
ArcGIS Monitor



Official Documentation: https://enterprise.arcgis.com
• Helpful administration links:

- Administering Portal
- Administering ArcGIS Data Store
- Administering ArcGIS Server

Technical Support: https://support.esri.com

Resources

https://enterprise.arcgis.com/
https://enterprise.arcgis.com/en/portal/latest/administer/windows/what-is-portal-for-arcgis-.htm
https://enterprise.arcgis.com/en/portal/latest/administer/windows/what-is-arcgis-data-store.htm
https://enterprise.arcgis.com/en/server/latest/administer/windows/administer-arcgis-server.htm
https://support.esri.com/


• Administrative Endpoints
• Securing Your Deployment
• Managing Services
• Managing Users
• Monitoring your Deployment
• Summary

Summary



Download the Esri 
Events app and find 

your event

Select the session 
you attended

Scroll down to 
“Survey”

Log in to access the 
survey

Please Share Your Feedback in the App
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